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Security Culture

A good security culture in your organisation is an essential component of a robust protective security regime and
helps to mitigate against insider risks and external people threats (such as hostile reconnaissance).

Security culture is the set of values, shared by everyone in an organisation, which determine how people are
expected to think about and approach security.

The benefits of an effective security culture include:

employees are engaged with, and take responsibility for, security issues;

levels of compliance with protective security measures increase;

the risk of security incidents and breaches is reduced by encouraging employees to think and act in more

security conscious ways;

employees are more likely to report behaviours/activities of concern.

The lack of an effective security regime in support of the insider risk programme and frameworks is always evident
in cases of insider activity.

Existing Products

Beginners
It's OK to Say Overview

Security Professionals

5 E's to Behaviour Change

Identifying Security Behaviours

Online Social Networking

SeCuRE
DVD - ‘The Domino Effect’: For this resource, please contact us via our enquiries form.
It's OK to Say

Remote Working
You Shape Security (NCSC)
Overseas Travel security guidance: For access, please contact us via our enquiries form.



https://www.npsa.gov.uk/security-campaigns/its-ok-say
https://www.npsa.gov.uk/resources/embedding-security-behaviours-using-5es
https://www.npsa.gov.uk/identifying-security-behaviours
https://www.npsa.gov.uk/resources/online-social-networking
https://www.npsa.gov.uk/secure-4-assessing-security-culture
https://www.npsa.gov.uk/contact
https://www.npsa.gov.uk/security-campaigns/its-ok-say
https://www.npsa.gov.uk/resources/personnel-security-remote-working-good-practice-guide
https://www.ncsc.gov.uk/collection/you-shape-security
https://www.npsa.gov.uk/contact

