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Physical & Technical Measures

The need to apply any physical or technical security measures in order to mitigate the insider threat should be
identified through the Role-Based Security Risk Assessment. These measures should be informed by assessments
using the 3Ds (Deter, Detect, Delay) when countering forcible attack, or BAD (Barriers, Access, Detection) from the
Surreptitious Threat Mitigation Process (STaMP) when countering surreptitious attacks. It is essential that the
outputs are detailed in a clear Operational Requirements (OR).

Existing Products

Beginners

10 Steps to Cyber Security (NCSC)
Security Professionals

Operational Requirements

Access Control & Locks (Physical)
CCTV (Physical)
Secure Working Areas (Physical)

Security Control Rooms (Physical)

Protection of Sensitive Information & Assets (Physical)
Password guidance (NCSC)

Cloud Security Guidance (NCSC)

Protecting Bulk Personal Data (NCSC)

Cyber Resilience (NCSC)

Phishing, Spear Phishing and Whaling (NCSC)



https://www.ncsc.gov.uk/collection/10-steps
https://www.npsa.gov.uk/resources/operational-requirements-guidance
https://www.npsa.gov.uk/video-surveillance-access-control-detection-control-rooms
https://www.npsa.gov.uk/cctv
https://www.npsa.gov.uk/secure-working-areas
https://www.npsa.gov.uk/resources/control-rooms-guidance-document-2016
https://www.npsa.gov.uk/sensitive-information-assets
https://www.ncsc.gov.uk/collection/passwords
https://www.ncsc.gov.uk/collection/cloud-security
https://www.ncsc.gov.uk/collection/protecting-bulk-personal-data
https://www.ncsc.gov.uk/blog-post/cyber-resilience-nothing-sneeze
https://www.ncsc.gov.uk/blog-post/phishing-spear-phishing-and-whaling-does-it-change-price-phish

