
Insider Risk Mitigation Framework

OFFICIAL

Security Education & Training
Security education and training is required for all workers.  Without effective education and training individuals

cannot be expected to know what policies, standards, guidelines and procedures are in place to maintain security.

 The role of line managers in educating staff, setting an example and reinforcing good practice should also not be

underestimated. Individuals need to be informed of:

the threats;

their security responsibilities;

how to report security concerns.

Bespoke education and training should be provided for job roles with specific security responsibilities such as:

Security managers across business areas;

Security Officers and guards;

Line managers.

Appropriate Security education and training should be provided at, but not limited to, workers induction.

While maintaining consistency of messaging, all manner of education and training delivery mechanisms available

should be harnessed to ensure accessibility and engagement across the workforce.

Existing Products
Beginners
It's OK to Say Overview

10 Steps to Cyber Security

See, Check and Notify (SCaN)
Security Professionals
5 E's to Behaviour Change

All NPSA behaviour campaigns

Insider Risk

Insider Risk Mitigation Digital Learning

Password guidance (NCSC)

Phishing guidance (NCSC)

Security Messages for New Joiners
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https://www.npsa.gov.uk/security-campaigns/its-ok-say
https://www.ncsc.gov.uk/collection/10-steps
https://www.npsa.gov.uk/see-check-and-notify-scan
https://www.npsa.gov.uk/resources/embedding-security-behaviours-using-5es
https://www.npsa.gov.uk/embedding-security-behaviour-change
https://www.npsa.gov.uk/insider-risk
https://www.npsa.gov.uk/insider-risk-mitigation-digital-learning
https://www.ncsc.gov.uk/collection/passwords
https://www.ncsc.gov.uk/guidance/phishing
https://www.npsa.gov.uk/security-messages-new-joiners


Deterrence Communications Toolkit: For access, please contact us via our enquiries form.
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https://www.npsa.gov.uk/contact

