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OFFICIAL

Investigation & Disciplinary
Many organisations will at some point need to carry out some kind of internal investigation into a member of staff.

The primary duty for an investigator is to establish the true facts, whilst adhering to appropriate HR policy and

employment laws.

Organisations can react disproportionately to accusations, which can lead to costly employment tribunals or an

unhappy and disaffected workforce.  Conversely organisations which fail to take any appropriate investigative and

subsequent disciplinary action can create a culture where staff actively disregard security policies and processes.

With correct procedures in place employees who understand policies and regulations, and competent trained

investigative staff, your organisation is better equipped to avoid these pitfalls and maintain trust.

In addition to investigating an insider act your organisation needs to have a risk management process in place

which manages the consequences of the act and a process in place that helps you:

Identify and analyse the root cause of the incident;

Identify the appropriate disciplinary actions or interventions that need to be undertaken;

Assess the effectiveness of current control measures in place;

Identify gaps in practice and;

Develop more effective control measures.

These processes help your Insider Risk Practitioners and Stakeholders learn from the incident and revisit the Risk

Assessment process to put in place measures to prevent the incident from occurring again.

Existing Products
Beginners
Overview to It's OK to Say

10 Steps to Cyber Security

Security Investigations Quick Guide

 
Security Professionals
Managing Disclosure of Employee Information to NPSA

Ongoing Personnel Security

Investigating Employees

Personnel Security Risk Assessment

1.

https://www.npsa.gov.uk/security-campaigns/its-ok-say
https://www.ncsc.gov.uk/collection/10-steps/incident-management
https://www.npsa.gov.uk/resources/security-investigations-quick-guide
https://www.npsa.gov.uk/resources/managing-disclosure-employee-related-information
https://www.npsa.gov.uk/resources/ongoing-personnel-security-good-practice-guide
https://www.npsa.gov.uk/resources/investigating-employees-concern-good-practice-guide
https://www.npsa.gov.uk/resources/personnel-security-risk-assessment-guide-4th-edition


It's OK to say

Protective Security Management Systems (PSeMS)

HoMER - Holistic Management of Employee Risk

Personnel Security and Contractors

Employee Assurance Tools: For access, email enquiries@npsa.gov.uk
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https://www.npsa.gov.uk/security-campaigns/its-ok-say
https://www.npsa.gov.uk/resources/psems-guidance-checklist-and-case-studies
https://www.npsa.gov.uk/resources/holistic-management-employee-risk-homer-guidance
https://www.npsa.gov.uk/resources/personnel-security-and-contractors
mailto:enquiries@npsa.gov.uk

