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NPSA Changes to Insider Risk Definitions

This document outlines changes being made by the UK’s National Technical

Authority (NTA) for personnel & people security specifically relating to insider,
insider risk, insider threat and insider event definitions.

Background

Definitions enable us to have a common understanding of a word or subject; they allow us all to
be on the same page and facilitate clear lines of communications. Having clear definitions of
insider risk terminology is vital to support new and existing NPSA customers, who will have
varying levels of knowledge in the subject area.

NPSA (formerly CPNI) has, until now, defined an insider as “a person who exploits, or has the
intention to exploit, their legitimate access to an organisation's assets for unauthorised
purposes”. This definition was utilised for the purposes of the research underpinning the 2009
and 2013 Insider Data Collection Study. For the reasons outlined below, we felt it was the right
time to refresh how we define our terms in relation to insider risk.

What is changing?

From May 2023 onwards NPSA will be utilising the following definitions through our various
advice delivery and communications channels;

Any person who has, or previously had, authorised access to or
Insider knowledge of the organisation’s resources, including people,
processes, information, technology and facilities.

The likelihood of harm or loss to an organisation, and its
Insider Risk subsequent impact, because of the action or inaction of an
insider.

An insider, or group of insiders, that either intends to, or is likely to

Insider Threat S
cause harm or loss to the organisation.

The activity conducted by an insider, whether intentional or
Insider Event unintentional, that could result in, or has resulted in, harm or loss
to the organisation.
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https://www.npsa.gov.uk/system/files/documents/63/29/insider-data-collection-study-report-of-main-findings.pdf
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The diagram below clearly visualises how the term ‘insider’ can be built upon;
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Rationale for changing

Insider risk comes from everyone ‘inside’ your organisation

NPSA’s key message that we want to convey is that if you have people, you have risk. We

therefore want all our customers to be insider risk ready. Our extensive and ongoing research
indicates that harm or loss to an organisation could be as a direct result of unintentional activity
from those with legitimate access, as well as from personnel who intend to exploit their access.

Being research led

It's vital as an NTA we keep challenging our existing position. Following a rapid research review
of literature, we found that most ‘insider’ definitions do not include exploitation or malice in the
definition. The definitions usually relate to access rather than exploitation. Close Partners
(e.g. CERT, US Government) similarly have also made recent changes to their definitions in a
way aligns with NPSA’s forthcoming changes.

Developing a consistent lexicon

To date, NPSA has only communicated one definition which related to an ‘Insider’. This
definition, however, failed to separate the community within which insider risk sits within and
from those specific individuals that become an insider threat. This has resulted in language
being utilised interchangeably and often in the wrong context. We want to change this, so we
are all communicating in the same way.

Our next steps
Communications

NPSA Personnel & People Security Research & Development Team will be working alongside
our communication colleagues to update existing guidance and products on our website to
ensure it is consistent with this new terminology. Please bear with us whilst these changes are
made. This document will be made available on the NPSA Website under the Insider Risk
Page. We ask that NPSA customers refer to the revised definitions contained within this update.
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https://insights.sei.cmu.edu/blog/cert-definition-of-insider-threat-updated/
https://www.cisa.gov/topics/physical-security/insider-threat-mitigation/defining-insider-threats
https://www.npsa.gov.uk/reducing-insider-risk
https://www.npsa.gov.uk/reducing-insider-risk
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Evaluation

It's vital we evaluate whether changes to NPSA’s Insider lexicon results in greater clarity for our
customers and supports you in understanding and mitigating this risk in a coherent way. We
would welcome your feedback either via utilising the contact us form or providing feedback

here.

Freedom of Information Act (FOIA)

This information is supplied in confidence and may not be disclosed
other than to the agreed readership, without prior reference to
NPSA. Within the UK, this material is exempt from disclosure under
the relevant Freedom of Information Acts and may be subject to
exemption under the Environmental Information Regulations and
the Data Protection Act 1998.

Disclaimer

This document has been prepared by the National Protective
Security Authority (NPSA). This document is provided on an
information basis only, and whilst NPSA has used all reasonable

care in producing it, NPSA provides no warranty as to its accuracy
or completeness. To the fullest extent permitted by law, NPSA
accepts no liability whatsoever for any expense, liability, loss,
damage, claim, or proceedings incurred or arising as a result of any
error or omission in the document or arising from any person acting,
refraining from acting, relying upon or otherwise using the
document. You should make your own judgment with regard to the
use of this document and seek independent professional advice on
your particular circumstances.
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