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Overview of PerSec Maturity Model

¢ Innocent
LEVEL O

Current Behaviours

Organisation functioning at most basic level.

No formal PerSec policies, training or procedures.
Senior managers unconcerned by people risk with
no attempt to engage with NPSA.

Organisation is at very high risk from

operational, financial and reputational damage
due to PerSec threats.

Aware
LEVEL 1
Current Behaviours

PerSec defined in basic terms of technical or
procedural solutions. No standardised threat
mitigation processes, training or policies.

No board level responsibility for PerSec.
Organisation is at high risk from operational,
financial and reputational damage due to
PerSec threats.

Developing
LEVEL 2

Current Behaviours

PerSec seen as business risk and effort made
to reduce security incidents. Security defined
in terms of adherence to rules, procedures and
technical controls, and are managed through
lagging indicators (number of breaches,
alarms). There is acknowledged approach
using standardised templates.

Organisation is at moderate risk from

operational, financial and reputational
damage due to PerSec threats.

Competent
LEVEL 3

Current Behaviours

Organisation-wide consistent approach to security
with defined processes. Managers recognise

a wide range of factors influence security and
involvement of front line staff is critical. Significant
numbers of front line staff willing to work with
management to improve security.

Organisation is at some risk from operational,
financial and reputational damage from
PerSec threats.

Overall level of maturity is dictated by the lowest level of achievement in any one of the seven core elements.

Effective
LEVEL 4

Current Behaviours

Board recognises security is important both
morally and financially, providing business
advantage. Management recognise precursor
indicators, with focus on proactive measures to
prevent security incidents and statistics collected
and analysed. Majority of workers accept
personal responsibility for security.

Organisation is at low risk from operational,
financial or reputational damage from
PerSec threats.
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Excellent
LEVEL 5
Current Behaviours

Prevention of PerSec incidents is a core company
value with assigned board level responsibility.
PerSec risk assessment is reviewed at least
annually. Organisation uses range of indicators

to monitor performance, innovating to

improve security control. All workers share
personal responsibility for security.

Organisation is at very low risk from
operational, financial and reputational
damage due to PerSec threats.





